O UISTUM  CRAPTDG-2NT Hhy

TUE ScoITY oF THe cPOGRAPHHC TECHNDOWDHES
WE SHOWED Hows TO AGHEVE [N THS coORCE
(ENCRTPTION, SIENITUTES, HMOLTIPARTY CoTTPUTRTION,
SLCAUNCT CRRTIRCATES)  CAvte AT N PRICE

WE WND T© MAVE UNPRoVEN ASSOMPTIONS

TG PRoOBUEMS Lie DDH AND LWE ARE WARD
T SoE BY A CortPOTATIONAWLY EFFIUENT
ADVERSMLY | WGk WE HODELED AS N BooLEh
C\Q(u|T oF HoODERNE SiZE. ON THE oTHER
HAND, THE HONEST PARTIES 1N T™He PRsToCOS
KD O Be \HPLENERNTED EFRCUENTLY.

O UANTUHN _COMPUTERS  CUMIGE THE PICTUR e
s TwWo SURSTARMITIM \WNTS!

D THET Ehpie EXPONENTIAL SPEEDUPS 1N
SOME CoYtPOTAMONS, TUCREBY CRANEHNG THE
NOTIOR OF  “Eerlclent’

2) THEY ENABLE HcDE OF  (OMMUNICAMION THAC

ChasNGT BE  SIMULNTED  GASSICALLY, SO
EXAMPLE THE TRANSHMISSION oF " NFORHATION

TUAT CANGT BE CoPIED W THOUT DESTIRYING [T,

ROTH FENTURES BAVE CoNSEOLENCIS Fop CRYPTO-
GONPH. IN 199 PETER SWol DISoVERED Ak oumyiod
C\RWIT OF £\Z6 AbouT N> THAT AINDS THE
pDischete w1 OF kN n- BT NUMBEP
Mobulo A OAEC PR\HE (AND NDQE)) THereey




RENDERING MANY ©OF THE PISToolS DESCRIBED
N THS (A& (NSEOWRE ONE AN BFRCIENT
SCALAR s QUMNYTUM (OMPUTER (S BUILT. )

(O TRAST [T 16 STILL NOT UNOWN  [F Qo TUM
ClOCo (To Ay STEIUENTY BREAR THE LWE
MASSUHPTION, THERE o A SIGNIRUWT EFFORT O
OPGDADE CR REDESIGN PRSTOCOLE $o TUAT THEY
DEHMLS SECORE BVEN AGMNST DUANTUR  ATTRCAS

(5 TWS LECTURE | WILL MY NOT ABouT THE
TWREAT OF QUASTUM (oMPOTERS NS CRYPTOFMRMHC
W\)@§M?_\€§) BUT OF THe CPRRTUUITIES THKT
DUMSTUN  CorHUNICANDR (M 2uDInSsTAR Y

(HPUTRAON) NG T PRoTOEL PRSGN.

ONE SO (MPORLTANT TASE S \(E7 exainnice

€. Mie MID Bdb WEED T 6UTPUT A CoHiron
DMDoM UEY So TMAT THE [OINT DISTR |BOTIOM
OF TNE TOMRSCR\PT AD THE LkE7 A SMULKTRRLE
B A PAIR OF WDEPERNDENT QAIDOT VAR \ARIES
((WTOITNELY THE WET 1S 'CoMPUTMIONMLY
IeDEPEWDENT" OF Tue TRANSCUPT.) N SHoWED
PloTotols TUNT BRE SERE ASSOTING e DD
oe LWE KRSSUMPTIONS, \N ColsTRAST STMIST\CAULY
CECURE EY EXCHMWGLE 15 IMPOSSIBLE (EVEN (F
Mice B, ke Cle HWE N AKDOM ORACLE ).

T TURNS ouT THRT (F Mice M Bob CAs SOND ENCH-
OTHER OUBIE (CuMSTUM B(TS) THCRE MRS ke



YOS GE  PRSTOCOS THAT NoT eNed A
CoMPOTATIONMLY  UNRoUNDED Eve CAN BRehw -

DUBRITS. Let's STAAT WIh A GASSIONL (SHPUTER
WM ONE BT OF HEMORY. THE HETWRY Odo
BE B ONE OF TE TWO STNTES o> oe WIS
T WiLL BE userLL T THILLEL oF el As
DUIT VECTRS (N THE DIRECRNON OF THE x MID
PAXES . S

e
|

A QUANTUM COMPOTER WITH [ QUBIT oF Merwly
Cho RE IU EITHEY ONE OF THESE TWO STRIES
BUT AlSo (N &7 SUPERPOSITION OF THE b

LS = o> + eI, weee Wi (plo= 1.
Thue THE STATE oF A | -QUBIT QuUANTUM CSHPUTER
6 h UMIT VECTOR (9> 18 TWE SPACE SPANNED
Ry 10> AD (1>
ou supPose Mice SENDS WER COMPUTER'S QUEIT
19> To Bob, WWAT AW Bob PO WITH (T7 UNLESS
Db UNS ADDITONAL MEMORY, THERE ARE EXAGLY
WO T3S He S Do

¥ THE (oEFRIQOIENTS of MD O O I GEERM. BE COMPLEX
NUMBERS BOT THHS IS NOT 50 RelLEVANT FOR TS (EGruke
SO Tow CAR TH\Se oF PSS AS N Veaaop IN THE PLAKNE.



) ONITARY  TRANSFDRHMNIONS | RePLace (YD BY
\L\’> Wwupe U 16 A UNITRGY  MATRLX, 1LE.
N MMQ\X TUAT PRESERVES WNIT  LENGTH; AD
THERCEDRE ORTHO GONALITT.
e N= (§), ™ Nfop =115
(cLASSTeal) NOT

co?. EXAHPLE |
Mp NIy =lo> o N 15 THE

OPERTOR. . 1\ &6 NERAL
W (o> Fpl>) = plo> FdlD,

ANGCTHED (LASS & O TARY  TRAN SFOLMATION ThAT
APE [WOHEREVTLY CuMNSTUH ARE R2STATIONS

%fe kD)
(5D -2mP | P>
D, = ) o

Sd cosb

TWHERE 15 Mo THE  HADMIARD TRANSFORM

_\,(l \S
_ (0> h> loz-[12
so Wloy= ip D= —=— G CTUCSE

LTNTES m\(\E M>A<M€S loy= [+ D WiD=1->

/ o
(\




2) MEASUREMENT © GIVeN A STATE (VD= Lo+l
Witk Peck, W5 Beb ORSERVES O M 9 Bein [o>

WL Pesp, \p\’{ b OBSRVE [ D (WD B (1D
I PARTICULNR Bob OMINDT OBSERVE  THE
ATPLITODES Iy MD p DIRECTLY, THE onLy
POSTER\OR INEORHMATION NBOUT | 9> & THE
DLTHNE OF The Tt ASOREHMENT, BUT THS
CERSLRSHMENT DESTEOYS W) |

Now SUPPOSE  Alice Senps Bob OnE oF TWO

craEs |8 o \9> BoT Bob Doben'T LNOW WHICK

ONE (M WE DETERMINEG  WHAT WIAS SENT 7

=l MID (9D = 11> THEN BY NERSURING
Bob (A TELL \JWCH STNTE MRS SENT WITH
PROBARBW\TY ONE.

CAE 16> = > M WD =1-> THEN MERSURING
WILL GAVE A RANDOM BIT IN BoTh UNSES
MID DECTROY AL DISTINGUISHISG  INFORITRIION.
Bob  (haS | LoWEVER | FIRST APPLY THE
OOTREY W (whon RAPFERS 1D ouAL )
to TUNT U7 [#>= oy, W'-> = 11> AP THEN
DISTING IS THE Two \WITH A HMERSLRE TGN,

WE CAY EFFECTIVELY THINL of ™S DPISUNGuISHp
AS  “HENSOREVMENT WS The BASIS > (>

@7 THE SAhTlE ZEASONING MY TWD CRTHOGCDONM_
LINES S BE DISTINGUISMED PERFECILY.



e WBAT F (8> =lo> AD 1P>=1+> 7 Twen |
NEVER BC M OUTCOME OF MENSURING |83,
WHILE [T HAPPAYS WITH PROBABILITY 5 Wien
HERSURING > So Bob (A DISTINGUISK THE
WO WITh PRoRMBILITZ b — BUT IF HE RIS
THE NEORMMATION 146 FDRRIER DESTRSYED,

THE BENNETT-BPASSARPD PRoTOLOL-

(1S 1481 BEWNETT MSD BPASCARD PROPOSED A TRUTOWL
o0 et oxcuhoe - M b Bob ARE [-OURIT
CUANTUH (oMPUTERS WITH ScHe ADDITIONM. CUASSICAC
HEMoWY, THET A TR TO ONE ANOTHE? VIA

A UM ANUTHERTICATED OUANTUM CHMANNEL FLUS

S AMOTHESTICANED GLASSICAL CAANNEL ©

LET'S START WITH N PROTOCoL THAY DOESNIT
OVVTE Wop AD UPGRADE T LXTEDR.

- Mice cliopses RANDer BITS x AID y MID SENDS
TUE FOLloWING OUBLT [>TO Bob!

Moo
ollo> 11D
LD =D

—————

¥ soME BOTHENTIONAOR (& NECESSADY FOR OTHERPWISE o
Cho PLANY MAO-IN-The- H\DODLE.



. Bob CHoosEs A RAMIDoH BIT Yy’ AND MEASUPRES
> I8 THE BASIS

o> > 1F =0
> = i y=1
LET 1o} BE THE HEASUREHENT OUTME.

* Mie MDD Bob BXOANGE 4 MID D' CLNSSICMLY
F y'4y WY RETRY THE PRoTOCOL. |
\C Lﬁ(:”o‘ S TUEY OUTPUT X MID X AS THelR.
‘SUARED \(EY' |, RESPECTIVELY,

TUE PRoTOCOL & CLENLY FUNCTIONM ¢ i Mie
MID Bob PRoDuUCE MY OUTPUT T MST BE
TN .._./.‘al S0 ’%0\7‘3 HEI&SUQ@H@JT S PERFECTLY
DISTINGOU ISHANE AND X =X/

it Eve 15 A PASSIVE EDVESDROPPER | SHE ONLY
FINDS OUT THE YMUE y=y' (6NEW TUAT THE Ron WS
SUCCESSFUL) BUT THIS UMLE S INDEVEWDENT

OF MW WEY X =Y, So The FPeoTOoL IS SELRE,

A WoRC MEALISNC ADYERSANRY (S O THT
thy HANIPLLATE TME STNE la> ST Flort
Mie 70 Bob. ASSOMING T Eve WeRseLE 15
N | -QUBIT CLANTUM COHRUTEL, SHE chN  NTPLY
UNITARZIES DD MENSUREHENTS TO \a> B<FOkE
CORVWNIDNSE (T oNgR TO ob.



SUPPOSE TuNT Ere ™Ersoves > (s THe BASg

lo>, \>> F 4=0 Cve WILL TUEW GET D LEARN
e SHARED LWE7 X= x’ \F, HOWEVEL Y =| TeN

Eve WILL DESTZOY ALL \NFORHNTION ARoUT THE
STATE 4> oR I-> <enNT By Mice | Botw oF THESE
WILL Cou MPse T o> o2 l> \Wiml eul. VRSRARILTY,
\F bd/ S M.So E’OUA&L’D |, He ouTME oF Bob s
H@&u@wa\r X' WILL TW:’WZECDQE B \NDERENDLNT
e Mice's rolceE x. THIS DISAGREEHENT (A

BC DETECTED BY AGMENTINNG THE PEsTOLoL
WwITL THE Fouo\JW¢ TEST:

F yl=y, TWey FLIPL BANDOM CoM
. [F HEADS, THEY REVEAL x AND X' AND
ABORT \F X X, OTUERWISE THEY reter
e \E TAILS, THEY OuTPUT X AID X AS THElR
“SUARED \LE% RSP NIVELY?,
Tuoe Eve's ATTAGL Wil (Ause Mice MWD Eob
TO NeoRT WHENEIER y=y=| MD X'#X | WHICH
DCLOTS WITH  PRoBNBILITY 1B,
IN GERNETAL, Eve (M) PERTORM HER HEASUREHENT
N A7 BASIS > I8 OF WER CHolce. LET T™HE
AIGLE BETWEEN TLo BASES \%7 > A &2 |45
TE SMNLLEST DF THE MSGLES %Eﬂ\s@as H\P>*IP>
30 H\hS LIED . SISCE The Mele BETWERS ()11 A
51> 18 T BY ME TRIMIAE  INERQUALITY




'mf ANAE BETWEEN |87 197 a1 1S 2T or.
e ARG BEMWERD [ 19> A [ 1 15 2T

SRS LET ©_ BE THC oVT@ME oF MERSURING
13> W e BASS |®2 18D, THE STAISTICAL
DETMUE BETWEEN € MD g 15 ctD-5in8.

Prool. ASSUME WITHOUT O%5 oF GERERNITY TUNT
e MGLE  BETWEER 4> MY P> 15D, TheEW
el 16 | WiTh PRoD, CostB kO Wi P Su'®,
WHLE € 16 | Wi Pec®, 2120 MDD WITh PRS, 5B,

e sTsTich DISTARGE 15 %>

|45
[PlesN -Plai)= cos-sied ﬁi/

T FoLLowG THAT WHEN Eve PERFOEMS WSRO\ él%

MERSUREHENT TD GET OUTCONE € THERE \S 2
SOME (HO\CE OF yefOil, SAT 4=0, FOR Wtk

(P\:—e;‘ ‘ \3—_’,0) \(:O] - ?[e: I\Lj:O’X=\]l_é CO‘;L%"%QL;I;
9\UC€U’ 1$ \WDEPENDENT OF %€ MID  RANDON,

[Ple=t y=y/=0 =0\ P Le=t ly=y=0,e ]| €
AS ¥ 15 N ELNCIION OF ey BuT NOT X X’ CANKGT

DIGTRNGUISH  BETWEEN X=© AD x| RNY gﬂz‘ﬂmzz
TS ¢ BB WUER CotSDIMDNEY oN Y=Y =0, So

(
YZ -



PTe-1y=y=o, o] PLX =1 Ig=yf=ox=l]] <57
WE CAY \JRITE
P[X/:H( l 4 :»J’:ol

¥ T-ol g g0, 0 7L gy
= L L (pIY =y 02)-AL X! ly=y=0,¥=1])

|2 plx2xly=q=]-1| e
MID 1T MUST BE THAT
pL#X|y=y=0] = 7 - 17 = 02
SINCE Yy =Yy/=0 \WIT PROBABILLTY 7

Cy X (u=y'= e Y R A
PLx#X’] 2 PLXE [4=9=0) PLy=y =] /@ 1@ ) ¢ 208
Y CobCLUYOV | [ Eve PERFOIMS ISr MENSURMEIENT,
Mice hsD Bob WL DETECT HER HMEDDUKMG AND

SpogT Wit PLoBRMBIUITY NT LERST 47 (THET
MIGUT EALTO TEST Wity pODI MoK Tk, %.)

AS DESCRIBED TS PRSTOML HAS TWO WENUSESSE:
Mice MO Bob OWY NGREE OO & SISAE BIT OF
SWRED LEY, AND Cve (S MEDDUNG |4 DETECIED
O WITU SoME  ColSSTANT PeoBABILITZ, BOTH

WEMNNESSES My BE ELWUBNTED BY PEPENTING
TMC  PRoTOoL INDE PENDENTLY 1y TMES FOL



A SUFRIGIENTLY LARGE v . IF EVE MEpsopss IS £
OUT OF THOSE v INSTANCES, HeR HETDLING U
QC PETECTED EXCEPT WiTW PRoBNBILITY (1-008)
WHCL Oy BE MADE SMALLER THAD A atved
SCeoU™ PARAMETER IF F 16 awoseN SofRaasily
La26e. Mie's hip Bob'd WE7, HOWSNER, 1S WO

Lo G GUN MSTEED To BE IDERTAAL (Ge ColD
WAWE MERSLRED SOME FOSITIONS CAUSING D\SAGREEMGID)
00 CMPLETELY SEWRST ((EVe Could We LIENINED
A Ecl BITS FUoM W TIENSUREMENTS), 1T I& STILL
LowEVED. PossiRe Fop Mice ha Bob T
YEXTENCT" A SLIGHTLY SKORTER WEY THAT IS
IDEVTICAL MID STATISTCMLY SEloRE.

MORE QUBITS. (N OUR DISCUSSION 30 FAR WE
ASSUMED THAT BYe HAS ouly OME QUB OF Qulitun
HEMORY. | THE SPIRIT OF CRYPIOGRMMYy We
SHoulD AMlow Eve MolEZ QUBITS TUAS Mie MD
Bob, FOR CONCRETENESSG SUPPLE Eve G AN
ADDITOMML GUBIT >, KFTER ReceViNg Mice '<
OUBIT la> Socd Ay Eve O KPRLY UNITARIES
MID MEASORETIENTS Ok TUE YoINT STNE ae .
TG sTAE LINES IN A L-DIMENSIONM. SPACE
SPANNED BY THE CRTHOGONM. UNIT VECTORS

loo> o> | o>, S




APART FRom NPPLYING UN\TARIES on Ya> MDD e
SEPNRATELY Mice (AN NSO PERFORA 'NON-SCPARRRLE'
UNITNRIES, VR EXATPLE
X (00> = oo> | Xlo>= o>
X lio> =11y, Xl =l

WHCH (NS THe EFFECr oF XOR ING THE  ConSTENST
OF Tie C10ST oLBIT REGISTER INTo The
SECOND ONE,
TUE EXTRA GUBIT ONS POTENTIMLY GINE Eve QUITE
M BT OF ADVANTRGE ' IF SHE CoLLD CoPr THE
CoNTESTS oF  la) \WTo her REGCSTRL le>, NTER
ORSEPNINSG THE VALLE v I ONT DETERNING THe
HMERSURCHENT BASIS  sike AR HCASLRE le> WS
TUE CORDECK BASIS MuD RECoVER ¥ Wi THeU
AMER T, Mice kD Bob!

T TURNG OUT, howeNeER, TWT QUANTUH STATES
CANOT RE CoPIED! SupRose Ge INITIALIZES
WEp EXTRA QUBIT TO SOME STME  led=dlo> (I
N OYDER TO ¢oPY lad> She \eeds To Cofte LT
WITH SoMe UBITARY C TUAT woklks LT THS!
Cloe> = ooy, Clle>=117, clier=(+y Cl-e>=|-->
AS UNITARIES ADE LINEM., The FIRST TwWo ECUATONS
Shy T

Clre>=C b%‘;—'z \e> :[FZ (C\pey +Clled) 5§éC|Oo>+ )
WHCH 16 NoT The shie STKE AS

H""> - I_%Lé, S%Z - %(\OCD—P\DQ*’ (o> + ((I>S.



(THE7 cAw) BE DISTINGO\SHED BY A MEASUDEMENT |\
THE BASIS \ood, lol>, 10> [11D) TS (MPORTANT

TRIVINLIT? 60ES Br THE NAHE OF TUE QUAITUH
NO ~LoNINE - TUEoRET,

THUS Eve CANOT clowe Mice 'S HesShee, RuT
PERUADS S BAS Sorle oTMCY C\Levep J\:\‘M
THAT EXPLolTEe Rel ABILTY 1O sSToRE eXTRA
OUBITE? Shor AMID Preslill PROVED TWAT TS
L WOT TUE CASE: Beuuelt's MWD Brascard s
PRLoToCoL REMMNS str,Re Vel = Ere

HAS ARRITRADILY MMYY QUBITS,



